This report, which is based upon information from law enforcement and complaints submitted
to the IC3, details recent cyber crime trends and new twists to previously-existing cyber
scams.

DDOS ATTACKS — RISING TREND

allow anybody to participate in a distributed attack.

Gaming sites in particular have come under attack by multiple hacking groups. Open source
of intelligence indicates that some of the attacks are supposedly in response to the company
itself, while other attacks are in response to group rivalries.

It appears that social engineering of followers of some of these media-driven hacking groups
have influenced others in participating in the attacks thus adding to the intensity of these
DDoS attempts.

It is also worthy to note that some DDoS attacks have been used to distract the organization
from other criminal activity. One group will cause the traffic disruption, while the others
attempt to compromise servers and exfiltrate data.

The IC3 continues to receive complaints reporting DDoS attacks, often to smaller e-
had 165 million hits over a three-day period, which oQgFiGaded their network and crashed
their site. They stated their web hosting company attempted multiple solutions over the
course of the attack, which lasted approximately ten days.

Another reportedly exhausted every avenue available to combat an attack to their site, but
was unable to stop it because of the overwhelming intensity. They reported the attack mainly
concentrated on the Internet banking services segment of the site, and the attackers were
not successful in penetrating the network, gaining access to any internal function. However,
the attackers inundated the incoming communication lines with more than 8,000 hits per
second to the bank's login screen, eliminating access to the bank by its clients.

The following are more examples of DDoS attacks reported to IC3:

e Subjects orchestrated a DDoS attack on a server used by a company to host servers
for online games. Once the company addressed the attack, the fraudsters then hosted
another attack on a different IP.

e Three DDoS attacks in one week targeted a company, hitting them with high volume of
traffic, which saturated the uplinks of one of their Internet Service Providers.

e For more than 20 days in May 2011, a business's network and video game had been
under DDoS attacks. The attacks targeted their master servers controlling access to all
game servers and player logins. Through research, the company believed the attacker
was in the United Kingdom and had also been extorting and threatening other
individuals and committing credit card fraud. The company reported that their loss of
revenue was approximately $50,000.

e Since March 2011, one company has filed six IC3 complaints, reporting multiple
attacks. The most recent were two brute force attacks in May 2011 to their File

e Another company’s site was recently attacked on two occasions. The attacker
reportedly used at least 1,000 unique IPs to crash it.


https://www.ic3.gov/

EXTORTION EMAILS TARGETING PHYSICIANS

Since March 5, 2011, the IC3 has received over 50 complaints reporting extortion emails
targeting professionals, mainly physicians. Victims were told complaints had been filed
against them and posted online, claiming they were facing prison for sexual indecency. Also
posted were the victims' names, addresses, telephone numbers, and email addresses. The
victims were told "these types of comments will destroy your reputation and are permanently
archived on search engine sites; you will lose thousands of dollars in revenue with a bad
reputation." Victims were also told the sender could "convince the people who posted the

The IC3 also received complaints from individuals residing in Asia who claimed they were
hired to write complaints, collect "complaint reports," and add them to website. Individuals
reported that the subject also had job ads posted on Asian online classified job sites looking
for writers for the website.

The complainants claimed they were promised $10 USD for each post on a weekly basis via
an online payment service or check/money order. One reportedly did 150 posts in one week;
however, the subject neither paid the complainants nor responded to their emails.

Workers also stated that the subject uses various aliases and hired another company, which
they believe he owns, to remove the complaints.

SCAMS PROMISING LARGE WINNINGS AND THREATS IF VICTIMS DO NOT COMPLY

The IC3 has received numerous complaints advising of a spam email attachment circulating,

The letter instructs the recipient to contact the EFCC in Lagos, Nigeria, at the email address
provided to obtain "clearance documents" and asks that the recipient provide their full name,
address, and telephone/cell number. Several different names, email addresses, and mailing
addresses are used in this email scam, but the content of the letter remains consistent
throughout.

The letter threatened that, if the recipient does not contact the EFCC immediately, Director
Mueller "will have an agent come visit you at home for questioning." The letter emphasized
the need to send $250 for issuing the clearance document, and then $1.5 million would be
released to the individual. The letter attempted to coerce recipients into cooperating by
advising that "failure to provide the above requirement in the next 24 hours, legal action will
be taken immediately by arresting and detaining you." The letter was signed, "Faithfully
Yours, Robert S. Mueller 111, FBI Director." In addition, the letter contained cc’s at the bottom
to various agencies including the Supreme Court of the United States, U.S. Courts of Appeals,
and U.S. District and Circuit Courts.

The social engineering technique of utilizing the FBI's name helps fraudsters intimidate,
impress, and convince the recipient that the emails are legitimate. Several Public Service
Announcements (PSA) have been posted on the www.fbi.gov,

www.lookstoogoodtobetrue.com, and www.ic3.gov websites related to these types of
schemes.

To view the letter, please refer to the appendix.
EMAIL IMPERSONATING THE FBI CONTAINING A TROJAN

Another fraudulent email campaign has begun claiming to be from the FBI telling recipients
they have visited 40 illegal websites. The IC3 issued warnings about these particular email
campaigns in 2005 and 2006 by releasing three PSAs on February 23, 2005, November 22,
2005, and July 24, 2006. The fraudulent email mentioned in the first PSA claimed the FBI
logged the recipient's IP address on more than 40 illegal websites. The next two PSAs
mentioned the emails that claimed the FBI logged the recipient's IP address on more than 30


https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.fbi.gov%2f&h=1F0DB2BBBE5F1E5693A278BD58611A9B7852376ABC1B654F77AB7B277B146A77
https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.lookstoogoodtobetrue.com%2f&h=C9E546F7E459AABEAD113DA8AE97501D2C72D2C71417DEAE48B8786162C1CAFF
https://www.ic3.gov/

illegal websites. All the emails instructed the recipient to answer questions in the attachment,
which contained malware.

The PSA from February 23, 2005 stated the FBI has become aware of spam email
fraudulently claiming to be from fbi.gov accounts. The email appeared to be sent from the
email addresses of police@fbi.gov, fbi@fbi.gov, officer@fbi.gov, and web@fbi.gov. The
recipients were told the FBI had logged their IP addresses on more than 40 illegal sites. The
email instructed them to answer questions in the attachment, which contained a
W32.Sober.K@mm worm.

In 2005, the IC3 began seeing complaints reporting fraudulent emails purportedly from the
FBI claiming the recipient went to more than 30 illegal sites. The IC3 received over 5,300
related complaints in that year alone. The number of related complaints drastically dropped
the following year to approximately 130 complaints. After 2006, the IC3 has only received
two related complaints, one in 2007 and one in 2008.

Also in 2005, the IC3 began seeing complaints reporting fraudulent emails purportedly from
the FBI claiming the recipient went to more than 40 illegal sites. That year, a total of
approximately 1,600 related complaints were filed. No other complaints were reported until
the beginning of this year, with more than 300 so far being filed.

As in the earlier email versions mentioned above, fraudsters are still using spoofed email
addresses with an fbi.gov email extension. Recipients are still being told the FBI has logged
their IP address on more than 40 illegal sites, and they need to answer the questions in the
attachment, which contains malware.

THREATENING IC3 IMPERSONATION CALLS

The IC3 has received thousands of complaints pertaining to payday loan scams; however,
recently some of the callers have claimed to be with the IC3. Recipients described the callers
as "very nasty and could barely speak English." Victims were told a complaint had been filed
against them regarding a payday loan and they must repay the loan as soon as possible to
avoid court and jail time. The amount of the loans vary, but average around $600.

Other complainants reported that the caller claimed to be from the Attorney General's office
and told the recipient they were being sued by the IC3 and private detectives for not
repaying a payday loan.

In both scenarios, the caller had the recipient's social security account number and bank
information. Some recipients reported that the checking account number was incorrect.
Others reported receiving calls from individuals claiming to be "officers" with the IC3.
Recipients reported being told they were being investigated and were threatened by claims
that information would be used against them in court proceedings, but they did not provide
any additional details about the calls. These callers were described as having an Indian
accent, called the recipients multiple times, and used various names.

INCREASE IN ECOMMERCE FRAUD

A company who serves as a data sharing platform for merchants to stop on-line fraud,
recently provided IC3 with the below information describing how there has been an increase
in fraud attempts incurred by on-line merchants.

Since mid-March, merchants have experienced a serious increase in fraud attempts. The
following four theories were studied and considered as explanations to the increased
attempted fraud. The nature of the fraud attempts was that criminals had the complete
identity information: name, address, email address, and IP address of the consumer.

e Theory One - "Stolen Data" - one of the recent major data breaches included credit
card numbers, and the fraudsters are using the data.

This theory is the least likely, because the fraudsters who attempted these attacks
have more details than were included in the data breaches.



e Theory Two - "Spear Phishing" - a major recent data breach that compromised email
accounts is being used by the criminals to target consumers with really good phishing
emails, referred to as spear phishing. The fraudster knows the consumer conducts
business with a specific company. The fraudster creates a targeted email from the
company who conducts business with the consumer, and is able to collect enough
information to compromise the consumer.

researched. In the past 12 months, phishing in the U.S. was at a rate of 38%, and in
the past 90 days, the site reports phishing attacks at 51.33%, which is a significant
increase.

While phishing may be a contributor to the increase in fraud attempts, this theory has
been declined, because with phishing information, when eCommerce orders are placed,
there is some degree of inaccurate information, and the information is often "tested."

e Theory Three - "Malware" - malware has spread and become more vicious. While the
malware is more vicious, an impact on eCommerce has yet to be determined; although
it may come in the future. Additionally, according to data on the APWG's website,
malware for the past 12 months in the U.S. was 35.85%, and in the past 90 days was
reported to be 25.48%. Based on these numbers, malware attacks are actually down
according to the website.

A study was conducted with merchants participating in a program associated with the
data sharing platform company. No link was found in confirmed fraud from merchants
and malware tools or any other recognizable pattern.

e Theory Four - "Fake eCommerce Donation Sites" — After researching this theory, it is
believed the increase in fraud attacks is tied to fake donation sites that took advantage
of the earthquakes and Tsunami in Japan. This belief is supported because the
fraudsters have the exact information on the data elements for making purchases, and
the accuracy rate is very good. Therefore, it is most likely the data is being collected
from fraudulent sites that took donations from the devastating earthquakes and
Tsunami in Japan. It is believed the fraudsters used social networks to promote the
donation sites to expand their reach farther and faster than has been viewed in
previous years.

The timing is exactly right; other major tragedies have been viewed as the cause to
increased fraud spikes — such as Hurricane Katrina. In fact, fake donation sites were
originally established by the Department of Justice to investigate, prosecute, and deter
fraud in the wake of Hurricane Katrina. Its mission has expanded to include suspected
fraud from any natural or man-made disaster. More than 20 federal agencies, including
the FBI, participate in the NCDF, allowing it to act as a centralized clearinghouse for
information related to relief fraud.

After the Tsunami in Japan, we immediately saw fraudulent donation sites and
organizations. LooksToGoodToBeTrue.com and the IC3 posted consumer advisories on
March 11, 2011 to advise the public about rogue websites that fraudulently seek
charitable donations.

According to a Websense threat report, "following the disasters in Japan,
cybercriminals tried to utilize every possible underground technique to benefit from
this occurrence. Apart from already known vectors such as phishing and malicious
spam emails, criminals used Viral Facebook applications."

APPENDIX:

Screen shot of FBI and EFCC Letter:



https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.lookstoogoodtobetrue.com%2falert%2fcharityfraud3-alert.aspx&h=82841DAAA877E507EDFAD0B060684CFB157F51B079F15513F1B794462579E40D
https://www.ic3.gov/media/2011/110311.aspx
https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fsecuritylabs.websense.com%2fcontent%2fAssets%2freport-in-the-mail-mar-11-en.pdf&h=12CD1F7B14FE4F9A689B3121638735426901F09C23CDB3BEF044961E5DF44F61
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