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Summary

The U.S. Federal Bureau of Investigation (FBI) and Cyber National Mission Force (CNMF), in partnership
with the Netherlands General Intelligence and Security Service (AIVD), Netherlands Military Intelligence and
Security Service (MIVD), the Netherlands Police (DNP), and the Canadian Centre for Cyber Security (CCCS),
(hereinafter referred to as the authoring organizations) are releasing this advisory to warn social media
companies that Russian state-sponsored actors have leveraged the covert Meliorator software for foreign
malign influence activity benefiting the Russian Government.

Affiliates of RT (formerly Russia Today), a Russian state-sponsored media organization, used Meliorator—a
covert artificial intelligence (Al) enhanced software package—to create fictitious online personas,
representing a number of nationalities, to post content on X (formerly Twitter). Using this tool, RT affiliates
disseminated disinformation to and about a number of countries, including the United States, Poland,
Germany, the Netherlands, Spain, Ukraine, and Israel.

Although the tool was only identified on X, the authoring organizations’ analysis of Meliorator indicated the
developers intended to expand its functionality to other social media platforms. The authoring
organizations’ analysis also indicated the tool is capable of the following:

= Creating authentic appearing social media personas en masse;

= Deploying content similar to typical social media users;

= Mirroring disinformation of other bot personas;

= Perpetuating the use of pre-existing false narratives to amplify malign foreign influence; and

= Formulating messages, to include the topic and framing, based on the specific archetype of the
bot.

To report suspicious or criminal activity related to information found in this joint Cybersecurity Advisory, contact
your local FBI field office. When available, please include the following information regarding the incident: date,
time, and location of the incident; type of activity; number of people affected; type of equipment used for the
activity; the name of the submitting company or organization; and a designated point of contact.

This document is marked TLP:CLEAR. Disclosure is not limited. Sources may use TLP:CLEAR when information
carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures for public
release. Subject to standard copyright rules, TLP:CLEAR information may be distributed without restriction. For
more information on the Traffic Light Protocol, see cisa.gov/tlp.
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The authoring organizations encourage social media companies to leverage the information in this advisory
to assist with identifying fictitious personas to reduce Russian malign foreign influence activity.

For additional information, see U.S. Department of Justice (DOJ) press release Justice Department and
International and Private Sector Partners Disrupt Covert Russian Government-Operated Social Media Bot
Farm. For more information on Russia state-sponsored malicious cyber activity, see the Russia Cyber
Threat Overview and Advisories webpage.

Technical Details

Meliorator

As early as 2022, RT had access to Meliorator, an Al-enabled bot farm generation and management
software to disseminate disinformation to and about a number of countries, including the United States,
Poland, Germany, the Netherlands, Spain, Ukraine, and Israel. Meliorator was designed to be used on
social media networks to create “authentic” appearing personas en masse, allowing for the propagation of
disinformation, which could assist Russia in exacerbating discord and trying to alter public opinion as part
of information operations. As of June 2024, Meliorator only worked on X (formerly known as Twitter).
However, additional analysis suggests the software’s functionality would likely be expanded to other social
media networks.

To provide this functionality, Meliorator includes an administrator panel called “Brigadir” and a seeding tool
called “Taras.” In order to access Meliorator, users would connect by means of a virtual network computing
(VNC) connection. Using Redmine software (which supports 49 languages, is multi-platform, and can be
used cross-database) for project management, developers hosted Meliorator at dtxt.mlrtr[.]com.

Brigadir

Brigadir serves as the primary end user interface of Meliorator and functions as the administrator panel.
Brigadir serves as the graphical user interface for the Taras application and includes tabs for “souls,” false
identities that would create the basis for the bots, and “thoughts,” which are the automated scenarios or
actions that could be implemented on behalf of the bots, such as sharing content to social media in the
future.

Taras

“Taras” serves as the back end of the Meliorator software package containing . json files used to control
the personas sowing disinformation on social media. These files are highly decentralized code, which need
to be combined with other files upon execution in order to achieve the desired functionality. Two specific
files are vital to the functionality of Taras. The first file is designed to aggregate a number of other tools and
databases for their use (Figure 1). The second (Figure 2) is designed to aggregate and execute a number of
automation tools used by Meliorator.
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"use strict";

Object.defineProperty(exports, "__esModule”, { value: true });
exports. TwitterSower = void @;

const mongodb_1 = require("mongodb");

const automat_1 = require("../automat");

const env_fingerprint_1 = require("../../env-fingerprint"};
const sower_1 = require("../sower");

const interactions_1 = require("../interactions");

const identity_1 = require("../../identity");

const ips_1 = require("../../dips");

const twitter verification_1 = require("./twitter-wverification");
class TwitterSower extends sower_1.Sower {
async run(scenario, data = {}) {
const tblIdentities = this.cfg.mongo.db( meliorator’).collection( identities");
const tblTemplates = this.cfg.mongo.db( 'meliorator’).collection(’templates’);
const _identity await tblIdentities.findOne({ _id: new mongodb_1.0bjectId(this.identityId) });
if (_identity = null)
return Promise.reject(false);
const _template = await tblTemplates.findOne({ slug: _identity.template });
const identity = identity_1.Identity.fromDTO(_identity, _template);
if (lawait (@, ips_1.isActiveProxy)(this.cfg.mongo, _identity.ip)) {
const ip = await (@, ips_1l.getRandomIP)(this.cfg.mongo, _identity.ipFrom);
identity.ip = ip;
await tblIdentities.updateOne({ _id: _identity._id }, { $set: { ip } }):

const env = new env_fingerprint_1.EnvFingerprint(this.identityId, this.cfg.mongo);
await env.assemble();
const driver = await this.getDriver(this.pid, identity);
try o
await driver.get(scenariu.target]l
const atm = new automat_1.Automat(this.cfg, driver, identity, data, new twitter wverification_1.TwitterVerification(this.cfg.red
is));
await atm.exec(scenario);
await tblIdentities.updateOne({ _id: _identity._id }, { $set: { 'socials.tw.status’: ‘active’ } });

Figure 1: Truncated Snippet from a File Aggregator Tool Used to Deploy Databases

"use strict";
Object._defineProperty(exports, "_ esModule”, { value: true });
exports.Sower = void @;
const selenium_webdriver_1 = require("selenium-webdriver");
const chrome_1 = require("selenium-webdriver/chrome");
class Sower {
constructor(cfg, pid, identityId) {
this.cfg = cfg;
this.pid = pid;
this.identityId = identityId;
async run(scenario, data = {}) {
throw new Error( BrowserDriver.run not implemented');
async getDriver(threadId, identity) {
const options = new chrome_1.0ptions();
options.setChromeBinaryPath(this.cfg.sowerPath);
options.addArguments( remote-debugging-port=3${9222 + threadId} );
options.addArguments( user-agent="Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.0.8 Saf
ari/s37.36"");
options.addArguments( user-data-dir=sessions/${identity._id?.toHexString()} );
if (identity.ip === )
throw new Error('No proxy set!');

1

options.addArguments( proxy-server=socks5://${identity.ip} " );
const driver = new selenium_webdriver_1.Buildex()
.forBrowser( ' chrome”)
.setChromeOptions (options
Lbuild();
await driver.manage().setTimeouts({ pageload: 38000 });
await driver.manage().window().setRect({ x: 200 * threadId, y: 1 });
return driver;
exports.Sower = Sower;
//# sourceMappingURL=data:application/json;base64,ey)2ZXJzaWouTjozLCImaWx1Tjoic293ZXTuanMilClzb3VyY2Vsb298TjoiTiwic29lcmNlcyT6WyTuli8ulisuligzemMvy29
yZS9hdXRvL3Nvd2VyLnRzI1@s ImShbwvzIjpbXSwibWFwcGluZ3MiniI70ztBQUFBLDJEQUF3RDtBQUNARCxZREFBb@Q7QUFPCEQsSTUFBC@LsSOFBSZtJQUMxQixZQUNXLEdBQXFCLEVBQ3JCLEdB
[za]

Figure 2: Importation of Other Tools Used in the Automation Process of Meliorator
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Souls

The identities or so-called “souls” of these bots are determined based on the selection of specific
parameters or archetypes selected by the user. Any field not preselected would be auto-generated. Bot
archetypes are then created to group ideologically aligned bots using a specifically crafted algorithm to
construct each bot's persona, determining the location, political ideologies, and even biographical data of
the persona. These details are automatically filled in based on the selection of the souls’ archetype. Once
Taras creates the identity, it is registered on the social media platform. The identities are stored using a
MongoDB, which can allow for ad hoc queries, indexing, load-balancing, aggregation, and server-side
JavaScript execution.

Thoughts

The “thoughts” tab contains automated scenarios or actions which can be completed on behalf of a soul or
a group of souls. This allows the personas to like, share, repost, and comment on others’ posts with videos
or links. The thoughts tab also allowed for maintenance, creating a new registration for an identity, and
logging into already existing profiles. The framework for the thoughts tab and the scenarios it creates can
be seen in the code; these files are written separately and a parent file calls to smaller files in order to
fulfill the function. Figure 3 is an aggregator file to trigger the functionality for scenarios. Of specific
interest, it calls the thoughts from the MongoDB and calls for the files which provide the GUI its
functionality making it more user friendly (Figure 4). Notably, the same code contains references to other
social media platforms, to include Facebook and Instagram, indicating an intent to expand the project
beyond X, as seen in Figure 5.

"use strict”;
Object.defineProperty(exports, "_ esModule”, { value: true })
exports.ScenariosRouter = void 8;
class _ScenariosRouter [
mount (route, cfg) {
this.configuration = cfg
route.register((subroute, opts, dome) => {

subroute.get('/, this.getScenarios.bind(this))
subroute.get(’/:slug’, this.getScenarios.bind(this))
done() ;

prefix: '/scenarios

N

async getScenarios(req, res) {
const { slug } = req.params;
const filter = slug === undefined ? {} : { slug }
const db = this.configuration.mongo.db( meliorator').collection( scenarios’);
const count = await db.countDocuments(filter)
const scenarios = await db.find(filter).toArray();
res
.header('Content-Type', 'application/json’)
.send({ status: 'success', data: scenarios, meta: { count, offset: @ } });

¥

exports.ScenariosRouter = new _ScenariosRouter();

/1# sourceMappingURL=data:application/json;base64,ey)27XJzaWoul jozLCImawx11joiawskzXguanMiLCizb3vyY2vsb290Tjoiliwic291emNlcyI6WyTuliBuLi8uLiBuliBuLi9zemMyYXBuL2ZNVbNRYb2xSZXJZL 2FwWas9zY2Vu
YXJpb3MvauskzXgudHMiXSwibmFtZxMioltdLCtYXBwaksncy 16115 700FBTUESTUFBTSxnQkFBZOI7SUF JZCXLQUFLLENBQUMSS@FBCOT sRUFBRSXHQUFxQ] tRQUNGRCx JQUF JLENBQUMS YUFBY SXHQUFHL EdBQUC sQOFBQz tRQUA6QiXLQUFLLE
NBQUMsUUFBUSxDQUFDLENBQUMSUUFBeUTsRUFBRSx JQUF JLEVBQUUS SUFBSSXFQUFFLEVBQUU7WUFDeEQsUUFBUSXDQUFDLEdBQUEC SQRFBQY xHQUFHL EVBQUUSSUFBS SXDQUFDLF1BQVksQOFBQyx JQUF JLENBQUMSSUFBSSXDQUFDLENBQUMSQOFB
QztZQUNoRCXRQUFRLENBQUMSR@FBRYXDQUF DLFFBQVESRUFBRS X JQUF JLENBQUMSHUF BWSxDQUFDLE1BQUKSQOFBQY X JQUF JLENBQUMSQ@FBQYxDQUFDO11BRX JELE1BQUKSRUFBRSXDQUFDO1FBQ115Q@F BQyxFQUFFO11BQ@YSTUFBTSXFQUFFLF
1BQVk7UBFDCETSQOFBQyXDQUFD081808050@FBQZ T JQUIEL ELBQUS SQAFBQYXZQUFZL ENBQUMSR@FBHUT SRUFBRSXHQUFPQ] tRQUNARCXNQUFNLEVBQUUS SUFBSSXFQUFFLEdBQUC SRAFBRYXDQUFDLE 18QTBCLENBQUM7UUFDAEQS TUFBTSXNQUFN
LEdBQUC S SUFBSSXLQUFL LFNBQVMSQ@F BQyxDQUFDLENBQUMSRUFBRS XDQUFDLENBQUMSQ@F BQyxFQUFFLE1BQUK SRUFBRSXDQUFDO1FBRWXEL E18QUASRUFBRSXHQUFHLE1BQUKSQ@FEQyxhQUFhL ENBQUMS SOFBSYXDQUFDLEVBQUUSQ@FEQYXZQU
FZLENBQUMsQ@FBQyxVQUFVLENBQUMsV@F BVyxDQUFDLENBQUM7UUFDN@Us TUFBTSxLQUFLLEdBQUCcs TUFBTSxFQUFFLENBQUMs YOFBYyxDQUFDLE 1BQU@sQ@FBQyxDQUFD01FBQz 1DLE1BQUAsUBFBUYxHQUFHLE1BQU@SRUFBRSxDQUFDLE1BQUKS
QOFBQyxNQUFNLENBQUMsQ@FBQy xPQUFPLEVEQUUsQBFBQZ tRQUVSRCXHQUFHOZFBQOQs TUFBTSxDQUFDLGNBQWMs RUFBRS X TQkFEa@ T sQOFBQz thQUMxQyx JQUF JLENBQUMS RUFBRSXNQUFNLEVBQUUSUBFBUYxFQUFFLE1BQUKSRUFBRSXTQUFTLE
VBQUUsSUFBSSxFQUFFLEVBQUUS S@FBSyxFQUFFLE1BQUOSRUFBRSxDQUFDLEVBQUUSRUFBRSxDQUFDLENBQUM7SUFDNUUSQ@FBQz tDQUNEOBFBRVksUUFBQSx1QUF1LEdBQUC s SUFBSSxnQkFBZ@TsRUFBRSxDQUFDIiwic291cmN1c@NvbnR1bnQi

ana

Figure 3: Indexed Aggregator File to Deploy Scenarios
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'use strict”;
Object.defineProperty(exports, "__esModule",

{ value: true });
exports.ScenarioItem = exports.ScenarioCommand = void 0;
var ScenarioCommand;
(function (ScenarioCommand) {
ScenarioCommand["Clear"] = "clear";

ScenarioCommand["Click"] = "click";
ScenarioCommand["Input”] = "input”;
ScenarioCommand [’ c

kAndInput”] = "clinput”;
ScenarioCommand cript”]
ScenarioCommand["Shot"] = "s
ScenarioCommand["wWait"] =

ScenarioCommand["File"] = "

ScenarioCommand["MNavigatelink”] = "navlink"”;

ScenarioCommand [ vigateSomewWhite"] = "navwhite";
}) (ScenarioCommand = exports.ScenarioCommand || (exports.ScenarioCommand = {}));
class Scenarioltem |

constructor(locator, command, value = null, timeout = 3@, optional = false) {

this.locator = locator;
this.command = command;
this.value = value;
this.timeout = timeout;
this.optional = optional;

exports.Scenarioltem = Scenarioltem;

//# sourceMappingURL=data:application/json;base64,eyl2ZXJzaW9uljozLCJmaWx1Ijoic2N1bmFyawW8taXR1bS5qcyIsInNvdXJjzZVJ
vb3Qi0iIilCJzb3VyY2VzIjpbIiduLy4uly4ul3NyYy9jb3J1L2F1dG8vc2N1bmFyaW8taXR1bS50cyJdLCIuYW1lcyI6W1@sImlhcHBpbmdzIjoi
0z57QUFBQSxJQUFrQix1QVdqQj tBQVhELFABQWtCLGVBQWU7SUFDAEMsa@NBQWUsQ@FBQTt JQUNMLGtDQUF 1LENBQUE7SUFDZixrQ@FBZSXDQUFBO
01BQ2YsNENBQX1CLENBQUE7SUFDekIsb@NBQW1CLENBQUE7SUFDakIsZ@ONBQWESQOFBQTtJQUNiLGdDQUFhLENBQUE7SUFDYixnQ@FBYSxDQUFBO@
1BQ2IsMkNBQXdCLENBQUE7SUFDeEIsaURBQThCLENBQUE7QUFDL@ISQ@FBQyxFQVhpQix1QUF1LEdBQWYsdUJBQWUsS@FBZix1QkFBZSxRQVdoQzt
BQUAJELE1BQWESWUFBWTtJQUN4QixZQUNRLE9BQWUSRUFDZixPQUF3QixFQUN4QixRQUE@QixJQUF JLEVBQ2hDLFVBQVUSRUFBRSxFQUNaLFdBQVcs
SOFBSztRQUpoQixZQUFPLEdBQVASTOFBTYXDQUFRO1FBQ2YsWUFBTyxHQUFQLE9BQU8sQ@FBaUI7UUFDeEI sVUFBSYyxHQUFMLEtBQUssQOFBMkI7U

UFDaEMsWUFBTyxHQUFQLE9BQU8sQOFBSztRQUNaLGFBQVESROFBUiIXRQUFRLENBQVE7SUFDckIsQOFBQz tDQUNKO@FBUKQsb@NBUUMiLCJzb3VyY2
@aa@

Figure 4: Enhancing User Functionality of the Taras GUI

Firces siaiciii;

Object.defineProperty(exports, "__esModule”, { value: true });
exports.Scenario = exports.SocialNamespace void @;
const scenario_item_1 = require("./scenario-item”);

var SocialNamespace;
(function (SocialNamespace)
SocialNamespace[ " No
SocialNamespace["
SocialNamespace[”
SocialNamespacel
socialMamespacel itter”] = "
socialMamespace[ ontakte”] = "wk"
})(SocialNamespace = exports.SocialNamespace || (exports.SocialNamespace = {})):
class Scenario {
constructor()
this.version = :
this.namespace = SocialNamespace.Mone;
this.description = :
this.target = :
this.scenario = new Arxray();

Instagram”]

static fromDTO(dto) {
const result — new Scenario();
result.version - dto.version;
result.namespace = dto.namespace;
result.description = dto.description;
result.target = dto.target;
result.scenario = dto.scenario.map((it) => ({
group: it.group,.
items: it.items.map((i) => new scenario_item_1.ScenarioTtem(i.locator, i.command, i.value, i.timeout, i.optional)
3
return result;

exports.Scensrio = Scenario;

Figure 5: Truncated Coding File Depicting Evidence of Planned Expansion beyond the X Platform
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Logging In
Operators of Taras use the “thoughts” tab to log in to already existing bot farm personas. Once a “soul” is

live on the social media platform, the identity card for the persona presents a login screen for the social
media platform.

A4
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Figure 6: Technical Details Diagram

Bot Characteristics, Capabilities, and Sophistication
Characteristics

To avoid detection in the course of their online activity, each bot account is created with one of three
different functions in mind. Using the Souls tab, the persona is generated for specific archetypes which
then stay with the bot throughout its lifespan. The first bot archetype gets complete profiles consisting of a
profile photo, cover photo, and biographical data, including name and location. These bots also have small
biographies indicating their political leanings or ideologies. If a bot has this information, they will be used
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heavily to propagate information and will conduct the most robust activity. Profile photos for the bots were
generated using Al technologies. In these instances, the tool used an open source available tool called
Faker to generate photos, biographical information, and other details. (See Figure 7 for the code used in
the tool related to Faker). A second bot archetype contains very little information on its profile, if any.
Usually, the profile consists of a user name and very little original content, and is used to “like” already
shared information. The final bot archetype was created using data compiled by a webcrawler associated
with the Nemezida (variant nemezlda) website or by other data repositories to create an authentic
appearing persona with no Al-ties. This bot appears real by generating a lot of activity and garnering
followers. Of all the bot archetypes, this bot persona appears the most legitimate and is used to mirror and
amplify disinformation shared by bot and non-bot accounts.

fromTemplate(tmpl) {

faker_1.faker.locale = tmpl.locale;
this.gender = faker_1.faker.helpers.arrayElement(tmpl.gender);
this.firstName = faker_1.faker.name.firstName(this.gender);
this.middleName = faker_l‘faker.name.midd!eName(thls.gender);
this.lastName = faker_1.faker.name.lastName(this.gender);
const nowY = new Date().getFullYear();
const startDate = new Date(nowY - tmpl.age[l], ©, 1, @, @, 0);
const endDate = new Date(nowY - tmpl.age[@], ©, 1, @, @, Q);
this.birthDate = faker_1.faker.date.between(startDate, endDate);
const location = faker_1.faker.helpers.arrayElement(tmpl.location);
this.country = location.country;
this.city = location.city;
this.region = location.region;
this.ipFrom = this.country;
const slug = this.slugify();
const eml = faker_1.faker.helpers.arrayElement([ otanmail.com’', ‘mlrtr.com’']);
this.socials.email = {

login: "${slug}@${eml}’,

password: faker_1.faker.internet.password(8),

status: SocialStatus.Active

this.socials.tw = {
login: slug,
password: faker_1.faker.internet.password(8),
status: SocialStatus.New
this.about = this.generateBio(tmpl.social.tw.bio);
this.template = tmpl;
generateBio(sxrc) {
const result = new Array();
src.forEach((group) => {
const usedSubgroups = new Array();
group.forEach((item) => {

Figure 7: Truncated json language incorporating Publicly Available Faker API to Create Personas

Sophistication

Bot persona accounts make obvious attempts to avoid bans for terms of service violations and avoid being
noticed as bots by blending into the larger social media environment. The majority of accounts being
followed by the bot personas boasted more than 100,000 followers, which would be necessary for a bot
persona to avoid detection when interacting with other accounts. Additionally, much like authentic
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accounts, these bots follow genuine accounts reflective of their political leanings and interests listed in
their biography. Exceptions to the 100,000 follower rule included following the accounts of other bots
and/or highly-publicized accounts which would make sense for an individual interested in US politics to
follow, such as well-known politicians. The tool is capable of receiving and replying to direct messages but
generally tries to avoid doing so in order to limit the need to respond in real time.

Capabilities
The identified bot personas associated with the Meliorator tool are capable of the following:
= Deploying content similar to typical social media users, such as generating original posts, following
other users, “liking,” commenting, reposting, and obtaining followers;
= Mirroring disinformation of other bot personas through their messaging, replies, reposts, and
biographies;
= Perpetuating the use of pre-existing false narratives to amplify Russian disinformation; and

= Formulating messaging, to include the topic and framing, based on the specific archetype of the
bot.

Obfuscation Techniques

The creators of the Meliorator tool considered a number of barriers to detection and attempted to mitigate
those barriers by coding within the tool the ability to obfuscate their IP, bypass dual factor authentication,
and change the user agent string.

Operators avoid detection by using a backend code designed to auto-assign a proxy IP address to the Al
generated persona based on their assumed location. The developer wrote a portion of code to check and
see if a proxy and specific port is located in a MongoDB specified in the same code. If not, it then finds an
open active IP given a country code value. See Figure 8.
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exparts . petRandoalf = exports.isActivefrony = void @;
agyne f ti isActiveProxy(pool, proxy)
if (prouy === )
return f :
const [address, port] = proay,spliti )
conit thlProxies = poal.db( I r'j.eollection] wies”);

const data = await thlProxies.findOne(| address, port J);
geturn data l== null;

expaitd, f4Activeliony = f4Activelicey;

asyne ti getRandoeP{pool, countryCode) |
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Figure 8: IP Obfuscation Technique

In order to bypass the measures X put in place to prevent bot capabilities, the developer inserted code into
the project which would allow for the server to bypass X verification methods. Specifically, when X sends an
authentication code to an account, the email is sent directly to the server (because the email associated
with the account is located on the same server); the code responds by scraping the verification code and
responding to X with it. While this tool is specifically coded for X, it is easily adaptable to any social media
platform relying on a similar authentication structure. See Figure 9.
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"use strict";
Object.defineProperty(exports, "_ esModule”, { value: true });
exports.TwitterVerification = void @;
class TwitterVerification {
constructor(redis) {
this.redis = redis;

async waitForEmailCode(email) {
const redisClient = this.redis.duplicate();
const result = new Promise(async (resolve) =» {
await redisClient.connect();
await redisClient.subscribe( verification_codes_x', (message) => {
let json = null;
try {
json = JSON.parse(message);
if (json?.email === email) {
resolve(json.code);

éatch (e} {
resolve(null);

)
19N

return await result;

exports. TwitterVerification = TwitterVerification;

//# sourceMappingURL=data:application/json;base64,eyl)2ZXJzaWouljozLCImaWx1IjoidHdpdHR1ci12ZXJpZmljYXRpb24uanMiLClzb3VyY2VSb29
@Ijoiliwic291lcmNlcyI6WyIuliguLli8uli8uLi9zemMyyY29yZS9hdXRvL3Nvd2Vycy90d210deVyLXZ1lemlmaWNhdGlvbis@cyJdLCIuYWlleyI6W1@sImlhcHBp
bmdzIjoi0zs7QUFHQSxNQUFhLG1CQUFtQ]itJQUMvQixZQUNTLELBOQXNCOLIFBQXRCLFVBQUsSROFBTCxLQUFLLENBQW1CO@1BQzVCLENBQUM7SUFFRyxLQUFLLENBQ
UMsZ@JBQWdCLENBQUMs S@FBYTtRQUMxQyxNQUFNLFABQVcsROFBRyxJQUFJLENBQUMs SBFBSyxDQUFDLFNBQYMsSRUFBRSxDQUFDO1FBQzNDLE1BQUOs TUFBTSxHQU
FHLE1BQUksT@FBTyxDQUFjLEtBQUssRUFBRSxPQUFPLEVBQUUSRUFBRTtZQUNERCXNQUFNLFABQVcsQ@FBQyxPQUFPLEVBQUUsQRFBQztZQUM1QixNQUFNLFABQVC
sQBFBQyxTQUFTLENBQUMsc@JBQXNCLEVBQUUSQBFBQyxPQUFPLEVEQUUSRUFBRTtNQkFDLBQsSUFBSSxJQUFJLEdBQXdDLE1IBQUKsQ@FBQz tnQkFFckQsSUFBSTtY
QkFDSCxJQUF JLEdBQUCcSSUFBSSxDQUFDLEtBQUssQ@FBQyxPQUFPLENBQUMsQRFBQz tvQkFFMBIsSUFBSSxJQUFJLEVBQUUS SBFBSYxLQUFLLEtBQUSSRUFBRTL3Q
kFDMUISTOFBTyxDQUFDLE1BQUksQ@FBQyxJQUF JLENBQUMsQBFBEQztxQkFDbkI7aUJBQRQ7Z0JBQUMs TOFBTSXDQUFDLEVBQUU7b@JBQLYsTOFETYyxDQUFDLELBQU
ksQ@FBEQyxDQUFD021CQUNKO11BQ@Y sQBFBQyxDQUFDLENBQUM7UUFDSixDQUFDLENBQUMsQ@FBQztRQUVILESBQUEsTUFBTSXNQUFNLENBQUM7 SUFDckIsQ@FBQzt
aaa

Figure 9: json Coding Bypassing X Verification Processes

Lastly, the developer changed the user agent string, so the user agent string of each of the bot identity will
be the same. Before doing so, they set the activity to use a remote debugging port in order to obfuscate the
task entirely. For further details, see Figure 10.
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use strict”;
Object.defineProperty(exports, __eshodule’, { value: true });
id @

class Sower {
constructor(cfg, pid, identityld) {
this.cfg = cfg;
this.pid = pid;
this.identityld = identityld;

async run(scenario, dat
throw new Error(’'BrowserDriver.Tun not implemen

async getbDriver(threadld, identity) (

pt tchromeBinaryPath (th

options.addArguments( remote-debugging { eadld});

options.addArguments (" user z. o ( osh; Intel Mac 05 X 10_15_7) ApplewebKit/537.36 (KHTML, like Gecko) Chromes102.0.0.0 Safari/s37.36"');
options.addArguments( user-data-dir-sessions/${identity._id?.toHexstring()});

if (identity.ip === "') {

throw new Exror(No pr

options.addArguments( proxy-server=sockss: //S{identity.ip) );
const driver - new selenium webdriver 1.Builder()
_forBrowser (" chrone ')
_setChromeOptions (options)
build();
await driver.manage().setTimeouts({ pageload: 30000 });
await dri age () .window() .setRect({ x: 200 * threadId, y: 1 });
return dr:

exports.Sower = Sower;

/1% sourceMappingURL=data: application/json;base64, eyJ22XJzaWouTjozLCInakx]1joic293ZXuanMiLCIzb3Vy Y2VSh290T joiTinic291cmNlcy ToMy TuLiBuL i8ul i9zemiyY29yZSOhdXRVLINVA2VYLnRZT10s InShbV 2T j pbXSwibWFwcG1uZ3Mi04 1702 BQUFBLDJEQUF 3RDEBQUNARCXZRE
FBbOQ7QUFPCEQs TUFBCOIS SOFBSZt ) QUMxQixZ QUNXLEdBQXFCLEVBQ3JCLEABQVECSRUFDWCXVQUFTQ] tRQUZsQixRQUFHLEdBQUgSROFBRYxDQUF rQj tRQUNYQi xRQUF HLEABQUg SR@F BRyx DQUF RO1FBQ1gs ZUF BVSXHQUF WLFVBQVU sQ@F BUT t JQUM2QixDQUF DOB1BROS s SAF BSyx DQUF DLEBQUC sQ@FBQYXRQU
FrQixFQUFFLE9BQWADLEVBQUU7UUFDekUs TUFBTSxJQUF J LEtBQUS sQ@FBQyx tQ@FBbUMs Q@FBQyxDQUFDO@1BQ3RE LENBQUM7 SUFFUyYxLQUFLLENBQUMsU®BFBUYxDQUF DLFF BQWd CLEVBQUU sUUF Ba@I 7UUF DNOQs TUF BTSx PQUF PLEABQUC s SUF BSSxnQkF BTyxFQUF FLENBQUM7UUF DOUI sTAFBTyxDQUFDLG1CQU
e

Figure 10: Obfuscation of the User Agent String and Changing of the Port to 9222

ASSOCIATED INFRASTRUCTURE

See Table 1 through 6 for IP addresses and other I0Cs affiliated with the Meliorator Tool and its associated
infrastructure. Disclaimer: Several of these observed IP addresses were first observed as early as June
2019, but it should be noted the infrastructure was abandoned as the tool developed. Historical
information is included for additional account detection prior to the official tool launch. Please note
registrar-servers.com and cloudmailin.net are legitimate service providers and are only being provided here
for additional context, not because their existence on a network or to establish an account would
necessarily indicate nefarious activity. The authoring organizations recommend these IP addresses be
investigated or vetted by organizations prior to taking action, such as blocking.

Table 1: IPs Affiliated with Meliorator Tool’s mirtr domain

21 April - 03 June

85.192.33[.]139 21 April 2022 14 June 2019 03 Jun 2022 5022

03 June - 22 April

62.113.116[.]129 03 Jun 2022 22 November 2019 22 April 2023 2023

22 April = 27 April

99.83.154[.]118 22 April 2023 10 January 2018 27 April 2023 5023

27 April 2023 - 9

62.113.116[.]129 27 April 2023 22 N ber2019 9 2024
[.] pri ovember anuary January 2024

9 January 2024 -

46.149.78[.121 9 January 2024 28 November 2022 Present
Present
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Table 2: SLL Certificates Affiliated with the Meliorator tool’s mirtr domain

dc11acd4828e26bef70775f462a96f58e73f45e4 16 June 2023 24 September 2023
ab16d497ad579d345f456d5bddd8804cf2256aee 22 April 2024 21 July 2024
45¢9630bab90d069bf5adfb87f810a49219e8f65 22 April 2024 21 July 2024

Table 3: Mail Server Domains Affiliated with the Meliorator Tool’s mirtr domain

cloud3.cloudmailin.net 21 April 2022 03 June 2022
cloud2.cloudmailin.net 21 April 2022 03 June 2022
cloudl.cloudmailin.net 21 April 2022 03 June 2022
mirtr.com 03 June 2022 Present

Table 4: IP Addresses Affiliated with otanmail.com

31 December 05 July 2023 -31
62.113.116[.]129 05July2023  22November2022 ! Do ot 20ms
12 12 2024 -
46.149.78[.]21 e 28 November 2022 13 April 2024 IS

2024 13 April 2024

24 June 2023 - 03

162.255.119[.]97 24 June 2023 28 January 2011 03 July 2023
July 2023
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Table 5: SLL Certificates Affiliated with Meliorator Tool’s otanmail domain

64adcOb01¢3d2¢c18c557565b383713f783d37ble 25 August 2023 23 November 2023

Table 6: Mail Server Domains Affiliated with the Meliorator Tool’s otanmail domain

Otanmail[.]Jcom 10 January 2024 Present
mx.otanmail[.Jcom 05 July 2023 10 January 2021
eforwardl.registrar-servers[.Jcom 24 June 2023 05 July 2023
eforward3.registrar-servers[.Jcom 24 June 2023 05 July 2023
eforwardb.registrar-servers[.Jcom 24 June 2023 05 July 2023
eforward2.registrar-servers[.Jcom 24 June 2023 05 July 2023
eforward4.registrar-services[.Jcom 24 June 2023 05 July 2023
Mitigations

The authoring organizations recommend social media organizations implement the mitigations below to
reduce the impact of Russian state-sponsored actors using their platforms in disinformation campaigns.

= Consider implementing processes to validate that accounts are created and operated by a human
person who abides by the platform’s respective terms of use. Such processes could be similar to
well-established Know Your Customer guidelines.

= Consider reviewing and making upgrades to authentication and verification processes based on the
information provided in this advisory;

= Consider protocols for identifying and subsequently reviewing users with known-suspicious user
agent strings;

= Consider making user accounts Secure by Default by using default settings such as MFA, default
settings that support privacy, removing personally identifiable information shared without consent,
and clear documentation of acceptable behavior.
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RESOURCES

For additional information on how to combat foreign malign influence and on disinformation, see:

= FBIl's Protected Voices,
= Risk in Focus: Generative A.l. and the 2024 Election Cycle, and
= Securing Election Infrastructure against the Tactics of Foreign Malign Influence Operations.

Disclaimer

The information in this report is being provided “as is” for informational purposes only. The authoring
organizations do not endorse any commercial entity, product, company, or service, including any entities,
products, or services linked within this document. Any reference to specific commercial entities, products,
processes, or services by service mark, trademark, manufacturer, or otherwise, does not constitute or
imply endorsement, recommendation, or favoring by the authoring organizations.

Version History
July 9, 2024: Initial version.
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https://usdhs-my.sharepoint.com/personal/mary_dougherty_cisa_dhs_gov/Documents/CY24/Meliorator/fbi.gov/investigate/counterintelligence/foreign-influence/protected-voices
https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fwww.cisa.gov%2Fresources-tools%2Fresources%2Frisk-focus-generative-ai-and-2024-election-cycle&data=05%7C02%7CATHass%40fbi.gov%7Cd7c7925229ab4b9acf4108dc9fae82d2%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638560819160716314%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=d2OyfHTT%2FZiKk2nbGPAWfrW%2FBUXhl709NgAAPgGxXtY%3D&reserved=0
https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fwww.cisa.gov%2Fresources-tools%2Fresources%2Fsecuring-election-infrastructure-against-tactics-foreign-malign-influence-operations&data=05%7C02%7CATHass%40fbi.gov%7Cd7c7925229ab4b9acf4108dc9fae82d2%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638560819160724299%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=w5h7hmk7UNf8q%2Bx%2F%2FLYNBpCqRPSUiJEI98iL7m%2FDvSU%3D&reserved=0

