
October 5, 2009 FRAUDULENT E-MAIL CLAIMING TO CONTAIN AN FBI
INTELLIGENCE BULLETIN FROM THE WEAPONS OF
MASS DESTRUCTION DIRECTORATE

A fraudulent e-mail, initially appearing around June 16, 2009, claims to contain
a confidential FBI report from the FBI "Weapons of Mass Destruction
Directorate." The subject line of the email is "RE: Weapons of Mass Destruction
Directorate," and contains an attachment "reports.exe". This message and
similar messages may contain a file related to the "W32.Waledac" trojan
software, which is designed to steal user authentication credentials or send
spam messages.

DO NOT CLICK ON ANY LINKS ASSOCIATED WITH THIS E-MAIL OR
SIMILAR E-MAILS, IT IS A HOAX.

The FBI does not send unsolicited e-mails or e-mail official reports. Consumers
should not respond to any unsolicited e-mails or click on any embedded links,
as they may contain viruses or malicious software.

Below is an example of the fraudulent e-mail message:

CLASSIFIED
FEDERAL BUREAU OF INVESTIGATION

INTELLIGENCE BULLETIN
Weapons of Mass Destruction Directorate

HANDLING NOTICE: Recipients are reminded that FBI
Intelligence Bulletins contain sensitive terrorism

and counterterrorism information meant for use
primarily within the law enforcement and homeland
security communities. Such bulletins shall not be
released, either in written or oral form, to the

media, the general public, or other personnel who do
not have a valid need-to-know without prior approval

from an authorized FBI official, as such release
could jeopardize national security.

Link to malicious software (report.exe)

If you have been a victim of Internet crime, please file a complaint at
www.IC3.gov.

https://www.ic3.gov/

