% % Public Service Announcement

b * } FEDERAL BUREAU OF INVESTIGATION

Auly..30,.2008

STORM WORM VIRUS

Be on the lookout for spam e-mails spreading the Storm Worm malicious
software (malware) which mention "F.B.I. vs. facebook". The e-mail directs the
the user clicks on the link, malware is downloaded to the Internet connected
device and causes it to become infected and become part of the Storm Worm
botnet. A botnet is a network of compromised machines under the control of a
single user. Botnets are typically set up to facilitate criminal activity such as
spam e-mail, identity theft, denial of service attacks, and spreading malware
to other machines on the Internet.

The following is a sample image of the web page utilized for the e-mail
scheme:
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If you have received this, or a similar e-mail, please file a complaint at

www.IC3.gov.
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