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FRAUDULENT REFUND NOTIFICATION PURPORTEDLY
FROM THE IC3

Consumers need to be aware of e-mail schemes containing various versions of
fraudulent refund notifications purportedly from the IC3 and the government
of the United Kingdom. The e-mails claim the refunds are being made to
compensate the recipients for their losses as victims of Internet fraud.

The perpetrators of this fraud use the names of people not associated with the
IC3 but give them titles in an attempt to make the e-mails appear official. The
perpetrators use the IC3's logo and the former name of the IC3, the Internet

and the Metropolitan Police in the e-mails.

The e-mails promise refunds of thousands of dollars which are to be sent via
bank wire transfer from the "bank of England" once the victim signs a "fund
release order." The e-mails contain warnings that failure to sign the order will
place the funds on hold and a penalty will be applied.

As with most spam, the content contains elements which are evidence of fraud
such as: multiple spelling errors, poor grammar, agency names, signatures of
officials and titles to appear authentic, and a warning for failure to comply. In
some of the e-mails, the names of the officials do not match the signatures.

Consumers always need to be alert when they receive an unsolicited e-mail.
Remember: do not open unsolicited e-mail or click on any links embedded in
the e-mail, as they may contain a virus or malware.

IF YOU HAVE RECEIVED AN E-MAIL SIMILAR TO THIS, PLEASE FILE A
COMPLAINT AT WWW.IC3.GOV.
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