
October 5, 2009 FRAUDULENT E-MAIL CLAIMING TO CONTAIN FBI
"INTELLIGENCE BULLETIN NO. 267"

A fraudulent e-mail message claiming to contain a confidential FBI report titled
"New Patterns in Al-Qaeda Financing" has been circulating since August 15,
2009. The e-mail has the subject line "Intelligence Bulletin No. 267," and
contains an attachment titled "bulletin.exe." This message, or similar
messages, may contain files that are harmful to the recipient’s system and
may try to steal user credentials.

DO NOT CLICK ON ANY LINKS ASSOCIATED WITH THIS E-MAIL OR
SIMILAR E-MAILS, IT IS A HOAX.

The FBI does not send unsolicited e-mails or email official reports. Consumers
should not respond to any unsolicited e-mails or click on any embedded links,
as they may contain viruses or other malicious software.

Below is an example of the fraudulent e-mail message:

INTELLIGENCE BULLETIN No. 267
Title: New Patterns in Al-Qaeda Financing

Date: August 15, 2009
THREAT LEVEL: YELLOW (ELEVATED)

THE INTELLIGENCE BULLETIN PROVIDES LAW ENFORCEMENT
AND OTHER PUBLIC SAFET= OFFICIALS WITH SITUATIONAL
AWARENESS CONCERNING INTERNATIONAL AND DOMES=IC

TERRORIST GROUPS AND TACTICS.

HANDLING NOTICE: Recipients are reminded that FBI
Intelligence Bulletins =ontain sensitive terrorism

and counterterrorism information meant for us=
primarily within the law enforcement community. Such
bulletins are not =o be released either in written
or oral form to the media, the general p=blic, or
other personnel who do not have a valid ?eed-to-

know?with=ut prior approval from an authorized FBI
official, as such release could jeopardize national

security.

As with many fraudulent e-mail messages, this message contains multiple
spelling errors and poor grammar.

If you have been a victim of Internet crime, please file a complaint at
www.IC3.gov.

https://www.ic3.gov/

